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Abstract: With the rapid advancement and widespread application of internet technologies, cybersecurity issues have become a focal point of
global concern. As primary users of network technologies, university students’ awareness of cybersecurity and their ability to protect them-
selves directly influence the security of personal information and the stability of the overall online environment. At present, the university
student population exhibits several challenges in cybersecurity, including insufficient awareness, weak protective habits, and incomplete
emergency response mechanisms. This study analyzes the current state of cybersecurity awareness among university students and explores
strategies for enhancing it. It proposes the improvement of cybersecurity education and training mechanisms to systematically and hierarchi-
cally elevate students’ knowledge levels. Furthermore, the study encourages the cultivation of sound cybersecurity habits among students,
starting with the details of daily life, to increase their proactive awareness of online protection. It also recommends that universities establish
and improve campus cybersecurity management systems to ensure the security of the network environment and to respond promptly and
effectively to security incidents. Through multifaceted measures, this study aims to enhance students’ cybersecurity awareness, safeguarding
personal data and contributing to the harmonious development of cyberspace.
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Introduction

As the information age unfolds, the internet has embedded itself into the fabric of daily life, with university students at the forefront of
its integration. The internet has permeated every aspect of student life, from learning and socializing to entertainment. As both the primary
users and beneficiaries of information technology, university students enjoy the conveniences brought by the internet, but they are also in-
creasingly exposed to the escalating risks of cybersecurity threats. The growing prevalence of cybercrimes, including online fraud, malicious
software, and personal information breaches, has significantly heightened the security risks for students. Despite this, many students lack
adequate awareness and preventative measures when facing such threats, leaving them vulnerable to attacks. Moreover, with the continuous
evolution of cybercriminal tactics, the threats to students’ information security have become even more severe. Security incidents such as
data breaches, online scams, and malware attacks are becoming alarmingly frequent, posing grave risks to students’ privacy and financial
security. Students, when using social media, e-commerce platforms, or public Wi-Fi, often overlook basic security precautions, thus increas-
ing their exposure to potential cyberattacks. Enhancing cybersecurity awareness among university students is not only a means of protecting
individuals but also a critical safeguard for societal information security. By strengthening cybersecurity education and improving students’
defensive skills, it is possible to not only reduce the likelihood of students falling victim to cyberattacks but also contribute to the creation of
a safer online environment. This study aims to analyze the current state of cybersecurity awareness among university students, identify exist-
ing problems, and propose strategies for optimization, with the goal of providing valuable insights for universities’ cybersecurity education

and management efforts.

1. Characteristics of Cybersecurity Awareness among University Students

1.1 High Internet Dependency

With the rapid advancements in information technology, the dependency of university students on the internet has grown increasing-
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ly pronounced. The internet has seamlessly integrated into virtually all aspects of their lives, functioning as a pivotal platform for learning,
work, entertainment, and social interaction. Most students rely on the network to acquire knowledge, engage in social activities, and conduct
e-commerce, making it an indispensable component of their daily routines. However, this heightened reliance on the internet also exposes
university students to an array of cybersecurity risks. The prolonged use of networked devices and online services often leads students to ne-
glect essential cybersecurity practices, leaving them vulnerable to cyberattacks and potential information breaches. In light of this, it becomes

crucial to foster greater cybersecurity awareness among students and enhance their capacity to respond effectively to online threats'"”.

1.2 Insufficient Cybersecurity Knowledge

Despite their frequent engagement with the internet, many university students exhibit a notable deficiency in cybersecurity awareness.
While they are quick to enjoy the conveniences offered by the digital age, their understanding of crucial aspects such as data protection, pri-
vacy security, and protection against online fraud remains rudimentary at best. A significant portion of students perceives cybersecurity as
the sole responsibility of technical experts, overlooking their own role in maintaining security during everyday online activities. Even more
troubling, many students are unfamiliar with common cyber threats and attack methods, rendering them ill-equipped to identify and mitigate
potential risks in the digital realm. As such, increasing students’ fundamental understanding of cybersecurity and reinforcing this knowledge

through practical education is foundational to improving their security practices.

1.3 Spontaneous and Limited Cybersecurity Behaviors

The cybersecurity behavior exhibited by university students tends to be spontaneous, yet it is often constrained in its scope and applica-
tion. Some students demonstrate a commendable level of awareness, proactively employing protective measures such as password safeguard-
ing, regular software updates, and exercising caution when interacting with suspicious links to secure their personal information. However,
a lack of comprehensive understanding of cybersecurity leads many students to base their protective behaviors on personal experiences or
arbitrary decisions, rather than on a systematic and scientifically informed security strategy. In the face of convenience and temptation, some
students may lower their defenses, for instance, by choosing weak passwords or carelessly sharing personal information on social media
platforms, which significantly increases the risk of data leakage. To cultivate better cybersecurity practices, it is not enough to encourage

self-awareness alone; it is essential to provide structured guidance that promotes the regularity and effectiveness of security behaviors.
2. Main Issues in Cybersecurity Awareness among University Students

2.1 Limited Dissemination of Cybersecurity Knowledge

In spite of the increasing reliance on the internet in modern society and the global emphasis on cybersecurity issues, university stu-
dents still exhibit a relatively low level of cybersecurity knowledge. Many students lack systematic cybersecurity education and possess only
limited understanding of essential topics such as cyberattack methods, data protection principles, and strategies for preventing cybercrime.
Traditional cybersecurity courses often present monotonous content in a one-dimensional format, failing to stimulate students’ interest and,
as a result, leading to a general lack of emphasis on the importance of cybersecurity. Currently, most cybersecurity education at universities
remains confined to a technical perspective, neglecting behavioral norms and legal responsibilities in the realm of cybersecurity. This failure
to integrate practical applications with theoretical knowledge exacerbates students’ insufficient awareness of cybersecurity prevention. The
critical challenge, therefore, lies in diversifying educational methods to enhance students’ engagement and understanding of cybersecurity,

thereby fostering a more robust overall cybersecurity consciousness.

2.2 Lack of Effective Security Habits

While many university students possess a certain degree of understanding about cybersecurity, they often fail to cultivate effective
protective habits in their daily lives. This is particularly evident in areas such as improper password management, personal information ex-

posure, and the indiscriminate downloading of unknown files. Surveys have shown that university students tend to favor simple passwords,
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with multiple accounts often sharing the same password, thus amplifying the risk of account breaches. Moreover, due to a general lack of cy-
bersecurity awareness, many students neglect to install or update antivirus software during their regular internet usage, leaving their devices
vulnerable to malware and virus attacks. Some students also carelessly share personal information on social media platforms or connect to
insecure public Wi-Fi networks, behaviors which inadvertently facilitate cybercrimes. It is urgent to standardize students’ cybersecurity be-

haviors and cultivate effective protective habits in order to mitigate these risks"’.

2.3 Inadequate Cybersecurity Incident Response

Universities often lack well-developed emergency response mechanisms when dealing with cybersecurity incidents. In the event of a
security breach, many institutions fail to swiftly and effectively implement necessary countermeasures, which results in the exacerbation of
the incident’s impact and the potential for greater loss. While some universities have begun to establish cybersecurity monitoring platforms,
significant gaps remain in their emergency response capabilities. Furthermore, students often lack systematic guidance on how to respond to
cybersecurity incidents, with many failing to understand the appropriate steps or methods to protect themselves in such situations. As a result,
students are unable to take timely and effective self-protective actions. The absence of comprehensive emergency plans and procedures sig-

nificantly hampers the efficiency and effectiveness of handling cybersecurity incidents.
3. Strategies for Enhancing Cybersecurity Awareness among University Students

3.1 Strengthening Cybersecurity Education and Training

In order to effectively enhance the cybersecurity awareness of university students, the refinement of educational and training mech-
anisms for cybersecurity is of paramount importance. Universities should integrate cybersecurity education into their curricula by offering
specialized courses on the subject, and employ a variety of instructional formats, including lectures, seminars, and practical exercises. These
courses should cover foundational cybersecurity concepts, common attack methods, and strategies for mitigating cybersecurity risks. Through
a systematic educational approach, students should come to understand that cybersecurity is not merely a technical issue, but rather a multi-
faceted concern that impacts personal privacy and societal security. Furthermore, universities should leverage modern information technology
to provide online training and testing platforms, offering students more flexible and accessible learning channels. The course design should
prioritize interactivity and practical application, encouraging students to enhance their protective abilities through real-world scenarios and
simulations, thereby strengthening their capacity to respond to sudden security incidents. Universities may also collaborate with relevant
professional institutions to offer regular cybersecurity certification training, which would not only heighten students” awareness of cybersecu-
rity but also improve their practical skills. By implementing these initiatives, universities can comprehensively raise students’ cybersecurity

knowledge and preparedness, providing essential support for their future careers and social engagement.”

3.2 Encouraging Good Cybersecurity Habits

Universities should actively guide and encourage students to adopt good cybersecurity protective habits, as this plays a critical role in
preventing cybersecurity incidents. This can be achieved through a range of channels, including awareness campaigns, course lectures, and
online platforms, to disseminate basic cybersecurity techniques such as password management, account protection, and data encryption. Em-
phasis should be placed on best practices such as regularly updating passwords and using complex, unique passwords for different accounts.
Universities can also push security reminders through campus networks or information security platforms, urging students to routinely update
operating systems and applications to avoid vulnerabilities that may lead to security risks. Additionally, universities can align these efforts
with campus life by organizing cybersecurity-themed events, such as “Cybersecurity Month” or “Information Security Awareness Week,”
featuring activities like lectures, knowledge competitions, and case studies to stimulate students’ security awareness and encourage self-pro-
tective measures in their day-to-day use of the internet. Providing students with convenient security tools and services, such as free antivirus
software and personal information protection services, can further support the development of a robust cybersecurity defense system. By

gradually shifting students’ attitudes from negligence to proactive protection, these efforts will help foster a deeper awareness of the impor-
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tance of safeguarding personal information and equip them with the necessary skills to take effective preventive actions when faced with

online threats'’.

3.3 Improving Campus Cybersecurity Management

In addition to enhancing students’ cybersecurity awareness, universities should also focus on the establishment and improvement of
comprehensive campus cybersecurity management systems. The development of such systems is not only a technical task but a collaborative,
institution-wide endeavor. Universities should create dedicated cybersecurity management departments responsible for formulating policies,
overseeing cybersecurity education and training, and coordinating security efforts across various departments. Strengthening the security of
campus network infrastructure is also essential to ensure that the network environment is not compromised by external attacks or internal
vulnerabilities. This involves regular security audits of campus networks, prompt remediation of security flaws, and continuous monitoring
of network traffic to prevent potential breaches. Additionally, universities should implement robust information security emergency response
mechanisms, enabling timely and effective action when cybersecurity incidents occur. A 24-hour cybersecurity emergency response team
should be established, with regular drills to enhance the efficiency and quality of the response. Universities must also strengthen collabora-
tions with government bodies, industry organizations, and other academic institutions to share cybersecurity information and best practices,
thereby building a robust network of cyber defense. These measures will not only provide a safer network environment for students but also
contribute to the overall enhancement of cybersecurity awareness among faculty and students, fostering a collective, university-wide commit-

ment to safeguarding online security™.

4. Conclusion

This study provides an in-depth analysis of the current state of cybersecurity awareness among university students, revealing the pri-
mary challenges they face and proposing strategies for optimization. Despite the high level of dependence on the internet among university
students, their understanding of cybersecurity remains insufficient. A significant portion of students has failed to develop a scientific approach
to security, lacking adequate awareness of the risks posed by cyber threats, particularly in the realms of information protection and the pre-
vention of cyberattacks. Students’ cybersecurity behaviors in daily life are marked by spontaneity and arbitrariness; although some students
possess a degree of self-protective awareness, their actions are often unsystematic due to the absence of scientific guidance, which in turn in-
creases their vulnerability to security risks. Furthermore, the cybersecurity management systems at universities are still underdeveloped, and
effective emergency response mechanisms for cybersecurity incidents are lacking, rendering institutions ill-equipped to respond in a timely
and efficient manner when security breaches occur, thus exacerbating the spread of such incidents. In response to these issues, this study pro-
poses three optimization strategies: enhancing cybersecurity education and training through systematic courses and diverse teaching methods
to elevate students’ knowledge and response capabilities; encouraging students to develop good cybersecurity habits, including password
management and data encryption, thereby fostering their self-discipline; and improving campus cybersecurity management systems, includ-
ing the establishment of a comprehensive emergency response framework to enhance the efficiency of handling security incidents and reduce
potential harm. By implementing these measures, universities can significantly raise students’ cybersecurity awareness, reduce the occurrence
of security breaches, and ensure the creation of a safer campus network environment. In promoting cybersecurity education, universities must
also focus on aligning it with students’ daily behaviors, ensuring that cybersecurity awareness is effectively integrated into practical actions,

thereby fostering a culture of collective responsibility for maintaining security across the institution.
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